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ABSTRACT
Pervasive photo sharing in online social media platforms can
cause unintended privacy violations when elements of an
image reveal sensitive information. Prior studies have iden-
tified image obfuscation methods (e.g., blurring) to enhance
privacy, but many of these methods adversely affect view-
ers’ satisfaction with the photo, which may cause people to
avoid using them. In this paper, we study the novel hypothe-
sis that it may be possible to restore viewers’ satisfaction by
‘boosting’ or enhancing the aesthetics of an obscured image,
thereby compensating for the negative effects of a privacy
transform. Using a between-subjects online experiment, we
studied the effects of three artistic transformations on images
that had objects obscured using three popular obfuscation
methods validated by prior research. Our findings suggest
that using artistic transformations can mitigate some nega-
tive effects of obfuscation methods, but more exploration is
needed to retain viewer satisfaction.
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1 INTRODUCTION
Photo sharing provides a natural mechanism for people to
express themselves and interact with one another [19], and
online social media has dramatically increased the volume
of photo sharing activity [7, 8]. Such sharing has, in turn, led
to a rise in accidental privacy violations [46], for example by
revealing embarrassing moments of photos. To address this
risk, social media users engage in self-censoring measures
ranging from restricting their sharing, to controlling access
to their photos through privacy settings, to withdrawing
from social media platforms altogether [40, 41, 47]. People
also have to exercise control offline to avoid sharing co-
owned photos with undesired audiences [42] or embarrass-
ment by photos captured and shared by other people [37].
Unfortunately, these measures seem to be as inadequate as
pervasive photo sharing on social media continues to gener-
ate major privacy concerns [37, 42].

To reduce the privacy risks of online photo sharing, recent
studies have proposed using privacy-enhancing image ob-
fuscations to obscure sensitive regions of photos [14, 15, 25],
while trying to preserve the ‘utility’ (i.e., the viewer’s expe-
rience) of the photos. These studies identify a set of obfusca-
tions that can effectively obscure objects (or their properties)
in a photo while minimizing the impact on the viewer’s
overall “satisfaction.”1 However, the set of such useful ob-
fuscations is relatively small; most obfuscations reduce the
1As described later, “satisfaction,” “information sufficiency,” and “aesthetics”
are measured as dependent variables based on questions derived from prior
work [14, 25].



perceived “information sufficiency” or aesthetics to the point
of negatively impacting people’s satisfaction in viewing the
image. Since one of the primary motivations for sharing
photos is to convey information and seek acceptance, ap-
preciation, and validation from peers [30, 35], preserving
the utility (satisfaction) of obfuscated images is important if
obfuscation methods are to be widely accepted.
At a high level, obfuscation imposes a trade-off that is

easy to understand: mild obfuscations may not negatively
affect viewer satisfaction but may also not remove private
image content effectively, while aggressive obfuscations may
preserve privacy but cause obvious visual changes that re-
duce viewer satisfaction. Prior work identified three use-
ful variables in measuring the viewer experience — infor-
mation sufficiency, satisfaction, and aesthetics — and mea-
sured how obfuscations affect each of these variables in iso-
lation [14, 25]. Those studies, however, do not examine the
inter-relationships among these dependent variables. Fur-
ther, in addition to direct effects, obfuscations might have
cascading effects on these variables (i.e. affecting one vari-
able through another). Understanding these relationships
would greatly benefit in designing novel obfuscation meth-
ods that can improve privacy without adversely impacting
viewers’ experience.

Using data from our previous study [14], we conduct a
path-model based analysis which suggests that the effects
of the obfuscations on information sufficiency and visual
aesthetics are much greater than the direct effects on sat-
isfaction, but information sufficiency and visual aesthetics
are significantly associated with satisfaction. This observa-
tion inspires our novel hypothesis that it may be possible
to compensate for the reduction in information sufficiency
from obfuscations by increasing visual aesthetics, thus actually
maintaining or improving overall satisfaction of the obfuscated
image. This approach is illustrated in Figure 1, where an ob-
ject within the photo may be redacted with pixelation while
the rest of the image is aesthetically ‘improved’ using an
artistic transformation, resulting in satisfaction similar to
the original image.
To test our hypothesis, we conduct a new online experi-

ment with three obfuscation and three beautification trans-
formations across a variety of photo types and scenarios. The
experiment follows a between-subjects design that extends
our previous experiment [14] by adding the beautification
condition. Thus our design seeks to ascertain a causal re-
lationship between the manipulation of aesthetics and the
viewer’s overall satisfaction with various obfuscations. From
the photo aesthetics literature [34], we know that colors and
tones play an important role in aesthetics: pure and high
saturation colors tend to be more appealing to viewers than
dull colors, for example [5]. We pick three particular beau-
tifications to represent different levels of abstraction: (1) a

(a) Unaltered image (b) Pixel (c) Pixel and cartoon

Figure 1: An example illustrating how obfuscation and beau-
tification change the utility aspects of an image: (a) an image
without any alteration, (b) the image after a pixel obfusca-
tion, and (c) the image after a pixel obfuscation applied to
the foodplate and a cartoon beautification on the other parts
of the image.

low-level abstraction using color correction [10] to produce
an effect similar to highly popular Instagram filters [31], (2) a
‘cartooning’ effect similar to a watercolor painting that mod-
erately changes the appearance of the original image, and (3)
a deep learning-based algorithm to render the photo in an
bright, colorful style, inspired by the popular Prisma app [23],
that produces a highly abstract and unrealistic version of the
image. We refer to these three beautification transformations
as ‘colors’, ‘cartoons’, and ‘abstract’, respectively.

Our results verify interactions among information content,
aesthetics, and satisfaction, confirming that it is worthwhile
to investigate whether satisfaction can be increased by in-
creasing the other two variables. Although the gain in satis-
faction was not statistically significant for our sample data
using off-the-shelf artistic transforms, we hope our findings
will inspire designing new transforms taking into account
the negative effects of privacy obfuscations.

2 RELATEDWORK
Prior work on mechanisms to reduce privacy risks in images
mainly fall into two broad categories: controlling access, and
limiting information content (see Li et al. [25] for a detailed
review).

Access control mechanisms allow only authorized users to
access a photo in its original form, while others either see a
fully or partially scrambled version, or do not have any access
at all. These methods are, however, not always effective in
social media contexts, since managing access control using
the ever-changing privacy settings of social media platforms
requires substantial time and effort [27, 29]. Even if users can
manage their own privacy by limiting sharing or using access
control mechanisms, photos taken in public places may pose
privacy treats to people who are not subjects of the photo.
Finally, these methods defeat one of the primary motivations
for using social networking platforms — reaching out and
making new connections [35].



Controlling photo content, such as obscuring part of a
photo to protect privacy, has beenwidely studied and adopted
by many existing applications. For example, people’s faces
and vehicle license plates are blurred inGoogle Street View [13].
Blurring and pixelation are commonly used obfuscations in
existing research and applications (e.g., [13, 17, 25]), but
are often ineffective [14, 25]. From the viewer experience
perspective, more effective obfuscations, such as silhouette,
masking, and point-light, are unable to retain enough infor-
mation, destroy visual aesthetics, and cause dissatisfaction
for viewers [14, 25]. These utility variables affect photo own-
ers’ willingness to adopt and photo viewers’ willingness to
view an obscured photo, since a major motivation to use on-
line social networks is information gathering [44]. Moreover,
users tend to upload aesthetically-pleasing photos to their
social networks in order to manage the impression that they
leave on others [39]. Research has shown that more visually
pleasing images are shared with larger crowds [19] by their
owners, and also re-shared more frequently by viewers [45].
We thus need image transformations that are able to ob-
scure parts of a photo without destroying important content
or negatively affecting visual aesthetics. The balancing of
privacy-utility trade-offs are hoped to inspire widespread
adoption of these transformations, both as standalone pri-
vacy enhancing techniques, as well as complementing other
techniques. For example, in the context of privacy conflicts
around sharing photos with multiple owners, Such et al.
found that an ‘all-or-none’ approach to resolve the conflicts
is dominating [42]. While the privacy-concerned co-owner(s)
of a photo might restrain from sharing it (i.e. adopting a self-
regulation strategy), privacy violation might occur if any of
the other co-owner(s) chose to share it with others. Shar-
ing a transformed version of the photo will complement the
privacy preserving behavior of the concerned owner(s) and
preserve their privacy, at the same time will allow other co-
owner(s) to enjoy the photo sharing activity with negligible
reduction in utilities.

Of course, it is challenging to measure subjective proper-
ties of an image such as creativity, aesthetics and memora-
bility. Isola et al. [18] define sets of images features such as
colors, scene semantics, objects statistics, etc., and correlate
them with image memorability. In the context of art analysis,
Elgammal and Saleh [9] develop a computational model to
estimate the creativity of a work of art based on historical
context. Aydin et al. [1] analyze how perceived image aes-
thetics are related to lower-level image attributes, such as
sharpness, depth, clarity, tone, and colorfulness, and develop
a metric to quantify these values. Deep learning techniques
that attempt to estimate aesthetic attribute values have also
been introduced, as in Lu et al. [28] and Kao et al. [21] using
the AVA dataset [33]. While useful for quantifying image aes-
thetics, these systems to do not attempt to measure viewer

satisfaction or the effect of image transformations in the
context of preserving privacy, as we do here.

A wide variety of techniques has been proposed for adding
artistic effects to images, as well as for removing noise and
correcting other defects. These effects are popular on social
photo sharing platforms such as Instagram and Snapchat.
In the academic literature, there is much work in computer
vision, image processing, and computational photography on
problems like creating panoramas [11], generating High Dy-
namic Range (HDR) images [20], and performing color cor-
rection and enhancement [10]. Recent work in deep learning-
based image style transfer has created beautifications that
mimic the style of particular artists [12, 48]. Other systems
also attempt to generate images with specific artistic effects
like cartooning [16, 24] or water-coloring [2]. We draw on
several of these beautification techniques, studying them
here in the context of how they affect perceived visual aes-
thetics and viewer satisfaction for obfuscated images.

3 METHOD
In earlier work, we studied the privacy-protecting and utility-
preserving qualities of four obfuscation methods (i.e., image
filters) [14]. There we applied these filters on people and
other objects to obfuscate properties or attributes (such as the
age of a person, the organization of a room) that were iden-
tified as privacy sensitive in prior work. We experimented
with 20 attributes, and analyzed how effective each of the
filters was in obscuring these attributes and how they af-
fected the utility variables (i.e., information content, aesthet-
ics, and viewers’ satisfaction). In this work We conducted
additional analysis of that data using path models to study
the inter-dependencies of the utility variables. The next two
subsections describe the procedure and results of this analy-
sis. We then provide details of our new experiment, which
was inspired by the results of the path model analysis.

Path Model Analysis
We constructed separate path models using data from our
previous experiment [14] for each of the 20 attributes (e.g.,
activity, gender, document class, document type). In these
path models the exogenous variable was obfuscation type
(such as blur and pixel) and the endogenous variables were
information sufficiency, photo aesthetics, and photo satis-
faction. We excluded data about identification accuracy and
and confidence from our model since we focus on the utility
variables. For each attribute, we began with the initial model
shown in Figure 2, and then trimmed insignificant effects.
In this graph representation the vertices represent vari-

ables, and arrows represent relationships between the vari-
ables. Further, the blue rectangular vertices are the exoge-
nous variables (e.g., different obfuscations), and the orange



Figure 2: Initial path model.

ellipses are the dependent variables measured (e.g., informa-
tion content). The directional edges in this graph express
causal relationships, where changing the variable denoted
by the starting vertex of an edge ‘causes’ a change in another
variable denoted by the finishing vertex of the same edge
(e.g., changing the obfuscation method causes a change in
‘satisfaction’). This model also captures indirect causal ef-
fects, such as obfuscation methods’ effects on ‘satisfaction’
through ‘information content’. The causal effects between
the endogenous variables are speculative, but we describe
the rationale for this particular arrangement of the vertices
and the directions of the edges, e.g., why we think ‘informa-
tion content’ causally affects ‘satisfaction’ and not the other
way around.

An important motivation for people to use online social
networks is to gather information, such as by observing
other people’s photos [44]. This means that for high satis-
faction, viewers need to be able to see important content
(‘sufficient information’) in the photo. Aesthetics also con-
tributes to satisfaction; in fact, users often edit their photos
before sharing to improve aesthetics and to help control
the impressions conveyed to others [39]. Our initial path
model thus assumes there are causal relationships (and our
experiment seeks to test such causality) from information
sufficiency and aesthetics to satisfaction. For example, in-
creasing aesthetics or information sufficiency may improve
satisfaction when viewing the photo. From a photo com-
position perspective, we expect that displaying sufficient
information improves photo aesthetics. Finally, based on
previous work that shows that obfuscations affect informa-
tion content sufficiency, photo aesthetics, and satisfaction
in most scenarios, our initial model includes causal arrows
from transformations to each dependent variable [14].

Path Model Results
As expected, our findings generally indicate that obfusca-
tions have negative effects on information sufficiency, while
their effects on aesthetics vary based on attribute types. For
example, in the laundry scenario (Fig. 3), applying obfusca-
tion has no effect on image aesthetics (χ 2(11) = 12.87, p =
0.30). A possible explanation is that laundry is typically not

an appealing or important visual element, so obscuring it
does not affect the aesthetics of the overall photo. Addition-
ally, in half of the scenarios (age, document type and text,
dress, ethnicity, expression, food, hair, indoor general and
specific, and messy room), there is no direct effect on photo
satisfaction by different types of obfuscations, although there
are indirect effects mediated by information sufficiency and
aesthetics.

For example, consider the path model for dress (Figure 3),
which has a good model fit (χ 2(11) = 13.02, p = 0.29, CFI
= 0.998, TLI = 0.994, RMSEA = 0.018). Overall, there is a
difference in information sufficiency between different trans-
formation conditions (χ 2(11) = 106.36, p < 0.001) compared
to the baseline condition; most of the transformations (blur-
medium, blur-high, pixel-medium, pixel-high, edge-low, edge-
medium, edge-high, masking, and silhouette) decrease infor-
mation sufficiency (all p < 0.01) while blur-low and pixel-low
do not have any effect. On the other hand, obfuscations also
have a generally negative effect on aesthetics (χ 2(11) = 31.79,
p < 0.001). Photos on which blur-low, edge-low, and edge-
medium have been applied have lower aesthetics compared
with the original photos (all p < 0.05). Meanwhile, infor-
mation sufficiency appears to have a significant effect on
aesthetics (p < 0.001), with a one-point difference in infor-
mation sufficiency associated with a 0.491-point difference
in aesthetics (SE = 0.037). Furthermore, aesthetics appears
to positively affect satisfaction (p < 0.001), and information
sufficiency also appears to have a direct effect on satisfaction
(p < 0.001).

More generally, in all scenarios, controlling for manip-
ulations, information sufficiency has a highly significant
positive association with aesthetics (all p < 0.001). Addition-
ally, aesthetics (all p < 0.001) and information sufficiency (all
p < 0.001) have a direct positive association with satisfac-
tion. These results indicate that increasing either information
sufficiency or aesthetics may boost image satisfaction, and
beautification on the remaining (non-obfuscated) part of
the image could make up for the viewers’ satisfaction lost
through obfuscation. To test this causal effect, we conducted
a new online experiment; the design and methodology of
this experiment is described in the following sections.

Experimental Design
In this experiment, we presented participants with photos
that had been manipulated using various combinations of
privacy-enhancing obfuscation and beautification transfor-
mations, and collected their ratings on utility variables. The
privacy-enhancing obfuscations were applied on specific re-
gions of a photo (to obscure attributes of people/objects) and
the beautification transforms were applied on the rest of the
photo. With 3 obfuscations and 3 beautification transforms,
our study had 13 between-subjects experimental conditions
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(0.037)***
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(0.031)***

𝛘2(11) = 31.79, p < .001
Three filters have effect on aesthetics:
blur-low: -0.970 (0.323)**
edge-low: -1.055 (0.324)**
edge-medium: -0.783 (0.333)*

𝛘2(11) = 106.36, p < .001
Nine filters have effects on information sufficiency:
blur-medium: -1.053 (0.381)**
blur-high: -1.122 (0.380)**
pixel-medium: -1.048 (0.355)**
pixel-high: -1.089 (0.345)**
edge-low: -1.700 (0.379)***
edge-medium: -1.900 (0.378)***
edge-high: -1.812 (0.396)***
masking: -1.357 (0.387)***
silhouette: -0.924 (0.344)**

-

(a) Path model for Dress
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Obfuscations

Information
Sufficiency
R2: 0.072

Aesthetics
R2: 0.191

Satisfaction
R2: 0.678+

+

+

0.463
(0.038)***

0.339
(0.033)***

0.569
(0.030)***

𝛘2(11) = 20.81, p < .05
Five filters have effects on satisfaction:
blur-low: 0.463 (0.226)*
blur-medium: 0.512 (0.221)*
pixel-low: 0.481 (0.205)*
edge-high: 0.495 (0.226)*
silhouette: 0.591 (0.225)**

𝛘2(11) = 12.87, p = .30
Six filters have effects on aesthetics:
blur-medium: 0.843 (0.413)*
blur-high: 1.022 (0.430)*
pixel-medium: 1.030 (0.435)*
pixel-high: 0.971 (0.428)*
masking: 0.886 (0.451)*
silhouette: 0.835 (0.413)*

𝛘2(11) = 47.30, p = 1.90
All filters have significant effects
on information sufficiency (p < .01)

+

(b) Path model for Laundry

Figure 3: Example path model diagrams.

Privacy enhancing obfuscations Beautification transformations

Masking Abstract
Pixelation Cartoon
Edge Color

Table 1: Obfuscations and transformations used in this
study. Each obfuscation was combined with each transfor-
mation, resulting in nine conditions. In addition, we in-
cluded 3 obfuscation-only conditions, as well as a condition
with the original, unaltered image, totaling 13 experimental
conditions.

(3 obfuscations + 3 obfuscations � 3 beautifications + 1 un-
filtered) (see Table 1). The baseline (i.e. unfiltered) condition
included images without any alteration. The other conditions
had only an obfuscation or an obfuscation combined with a
beautification. Participants were randomly assigned to one
of these conditions (between subjects), but each participant
viewed images for all six object attributes (described below).
Similar to our prior study [14], each participant viewed an
image for each attribute and then answered five questions
corresponding to the five dependent variables that we mea-
sured, as described below.

Participants
For our previous study [14], the number of participants per
condition was calculated using a power analysis based on
data from a pilot study. We planned a similar number of con-
ditions and analysis for this new study, hence we used the
same number of participants (48) for each condition. With
thirteen conditions, we needed at least 13 � 48 = 624 partic-
ipants in total. We advertised our experiment on Amazon

Mechanical Turk2 and hosted it on Qualtrics 3, restricting par-
ticipation to MTurk workers with a high reputation (above
95% approval rating on at least 1000 completed HITs) to en-
sure data quality [32]. We also required workers to be at
least 18 years old and living in the United States for at least
five years to help control the cultural variability [22]. We
included three attention check questions to maintain data
quality [26]. After removing the responses from participants
who provided wrong answers for one or more attention
checks, we were left with 653 responses (out of a total of
780) that we used for analysis. Each participant was paid
$1:50, whether or not we used their response. The study was
approved by Indiana University’s ethics board.

Selecting Attributes
From the set of twenty privacy-sensitive attributes used in
our earlier experiment [14], we selected six to include in this
study (see Table 2). We chose these six attributes to balance
the size of the private image regions, since the sizes of obfus-
cated regions may otherwise vary dramatically depending on
the size of the object to be obfuscated and/or the attribute it-
self. For example, we did not include any scenarios where the
whole image needed to be obfuscated (e.g., hiding whether a
photo was taken indoors or outdoors), since we wanted to
study our hypothesis in the context of object obfuscations.

Image dataset
We used the same image set we previously used in [14],
which allowed us to isolate and measure the effects of beau-
tifications on the filtered images in this experiment. The
2https://www.mturk.com
3https://www.qualtrics.com



Attribute Question

Document class What is the object inside the green rectangle?
Dress What type of clothing is the person inside the green rectangle wearing?
Gender What is the gender of the person inside the green rectangle?
Laundry What is the object inside the green rectangle?
Computer app. What application is displayed on the computer monitor inside the green rectangle?
Monitor text What is the text inside the green rectangle?

Table 2: The six attributes and corresponding detection questions used in the survey.

dataset contains sets of five images for each attribute, all col-
lected from online sources. Care was taken to ensure that all
images in each set were consistent with each other in terms
of the number of objects and people, the shapes and sizes of
these objects, the overall image quality and brightness, and
the effort required to infer a certain attribute.

Privacy-enhancing Transformations and Artistic
Transformations
We identified three main obfuscations: masking, pixelation,
and edge. Previous work applied each of these transforma-
tions with three strength levels (high, medium, and low) and
found that the ‘high’ level was most effective at obscuring
sensitive attributes [14], so we use only that level here.

We chose three different beautifications that abstract scene
content to different degrees. Our most conservative trans-
formation, which we call No-abstraction or ‘Colors’, applies
the color correction technique of Finlayson et al. [10], which
modifies colors but does not affect the semantic content of
the image. Mid-abstraction or ‘Cartoons’ applies a simple
technique for “cartooning” the image, by applying bilateral
filter-based blurring (Tomasi and Manduchi [43]), detecting
edges from image gradients and highlighting them in black,
and performing luminance quantization to 8 levels. This
beautification abstracts some image content, since the blur-
ring reduces resolution and the luminance quantization and
added edges create an artistic effect. Finally, Max-abstraction
or ‘Abstract’ applies deep-learning based artistic style trans-
fer [48] for Henri Matisse’s famous painting Woman with
a hat. Using artistic transforms that abstract photo content
to compensate for lost information (due to the application
of privacy obfuscations) might seem counter intuitive; we
hypothesize that, since the abstraction happens at the global
level, local information loss due to obfuscations may be less
noticeable. Further, the abstracted form of the photos may
help viewers absorb the high level story of a photo more
easily, thus creating a sense of complete information.

Our experiment used 13 versions of each image as shown
in Table 3: unaltered, obscured (3 versions), and obscured and
beautified (3x3 versions), resulting in the thirteen experimen-
tal conditions. For privacy-enhancing transforms, we used

the same transformation size, position, and other parameters
reported in [14]. For the obscured and beautified versions,
we first applied the obfuscations on the specific image re-
gions, and then the artistic transform to the rest of the image
using one of the three beautifications. The obscured areas
were not beautified to hold the degree of privacy constant
when comparing the obscured version with the obscured
and beautified version; otherwise a higher satisfaction score
could be attributed to lower privacy through first obscuring
and then beautifying a sensitive object.

Measurements
For each attribute, we asked five questions from two per-
spectives: obfuscation effectiveness and utility to the viewer.
We note that all these questions and response options were
adapted from our previous study [14].

(1) Identification. Participants first saw an image with
a green bounding box overlaid on an object of interest.
They were asked to identify the object in the box by
answering a multiple-choice question, “What is the ob-
ject (or property of the object) depicted in the image?”
The specific questions were slightly different based
on the attribute, as shown in Table 2. For this ques-
tion, we provided a list of options (including “Cannot
tell”) to select from as an answer. The green bounding
boxes surrounding the objects/attributes of interest
were shown only in this question and not for the fol-
lowing ones.

(2) Identification Confidence. Participants answered
“How confident do you feel that you correctly answered
the previous question?” on a seven-point Likert scale
from 1 ‘Completely unconfident’ to 7 ‘Completely con-
fident’ [36].

(3) Information Content Sufficiency.We asked partic-
ipants to rate their agreement with “The photo pro-
vides sufficient information,” on a 7-point Likert from
‘Strongly disagree’ to ‘Strongly agree.’ This item was
adapted from the ‘information quality scale’ [6], which
measures “the satisfaction of users who directly inter-
act with the computer for a specific application.” Our




